CESWL-SL DEPARTMENT OF THE ARMY SWLR 525-1-1
LITTLE ROCK DISTRICT, U.S. ARMY CORPS OF ENGINEERS
LITTLE ROCK, ARKANSAS 72203-0867

Regulation
No. 525-1-1
4 QOctober 2000
Military Operations
Antiterrorism/Force Protection Plan (AT/FP)

1. GENERAL:

a. Purpose: This plan establishes policies, procedures,
responsibilities, and minimum standards for the Little Rock District AT/FP
programs.

b. Applicability: This plan applies to all Little Rock District
military, civilian, and contractor employees.
c. References:
(1) DOD Directive 2000.12, DOD Combating Terrorism Program, 15

September 1996.

(2) AR 525-13, Antiterrorism Force Protection: Security of
Personnel, Information and Critical Resources, dated February 1998.

(3) DA Message, 051155Z Sep 97, DAMO-) DL, Subject: Exchange of
Force Protection Information between FBI and U.S. Army.

2. SITUATION:

a. Enemy Forces: Potential enemy includes the spectrum of any
criminal activity directed at Little Rock District soldiers, family members,
civilian employees, equipment and facilities. Potential threats include
common criminals, terrorists, saboteurs, hostile intelligence, protestors,
disaffected employees, computer hackers, and paramilitary forces. Possible
means of attack range from disruption of District activities
(demonstrations), bombs, vandalism, theft of materials, attacks on
information systems, and use of weapons of mass destruction.

b. Threat:

(1) In accordance with reference 1lc¢(2) and 1lc(3) above, the
District Security Officer is the focal point for receipt of domestic
terrorist threat information from federal and state law enforcement agencies.
The Security Officer responsibilities include receiving information and
notifying the District Commander of that information. The District Commander
has Force Protection responsibility for disseminating appropriate threat
information to subordinate units/activities. The Security Officer will
establish effective liaison with relevant federal, state, and local law
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enforcement agencies to coordinate plans and procedures share information and
respond to terrorist threats. For further information and guidance, see

Little District Threat Statement, Annex F, Little Rock District Physical
Security Plan.

c. Friendly Forces:
(1) Little Rock District and subordinate units/activities.
(2) U.S. Army and other military or civilian organizations and

activities not assigned to the Little Rock District, but located at or within
host facilities.

(3) Local, state, and federal law enforcement agencies.
(4) Federal and state intelligence agencies.
3. MISSION: The Little Rock District, in conjunction with appropriate

local, state, and federal agencies, conducts Force Protection operations.
The purpose of the Little Rock District Force Protection Plan is to protect
military service members, civilian and contractor employees, family members,
facilities, and equipment within the District's area of responsibility.

4. EXECUTION:

a. The Little Rock District Force Protection Plan objective is to
protect military service members, civilian employees, contractor employees,
family members, facilities, and equipment, in all locations and situations.
The program applies both on and off of District activities and facilities.
The Force Protection Plan is based on the Army's Risk Management methodology
and designed to address the spectrum of threats, which can affect the
security of the District. The District Force Protection Plan synchronizes
key components in five existing security related programs supporting this
concept (Physical Security, Command and Control (C2 Protect) Operations,
Personal Security, Law Enforcement, and Operations Security) with
intelligence operations and other security related programs.

b. You may substitute an existing Physical Security/Plant Security
plan that contains force protection requirements. Division Chiefs, Managers
and Supervisors will ensure these plans are readily available to
inspection/survey team members for review.

5. CONCEPT OF OPERATIONS:

a. The Little Rock District conducts force protection operations
consisting of Physical Security, Command and Control (C2 Protect), Law
Enforcement, Personal Security and Operations Security to protect District
assets. The Little Rock District Deputy Commander through the Security
Officer provides overall staff supervision and coordination for force
protection to ensure synchronization of the above operations. The Little
Rock District Commander exercises geographic command and control for areas of
responsibility.
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b. The fundamentals of the District operational concept for
implementation of Force Protection are as follows:

(1) Threat assessment is the basis for development or
modification of security programs.

(2) Division Chiefs, Managers, and Supervisors will ensure
security measures are developed and employed to mitigate threats.

(3) Develop local tailored THREATCON implementation plans.

(4) Leaders at all levels will plan, coordinate, and focus the
Force Protection effort.

(5) Training and awareness will be a cornerstone of the FP
program and integrated into all operations and activities.

(6) Effective and timely information flow is essential to
program execution.

(7) The FP programs will continuously be reviewed, exercised,
validated and updated as required.

6. RESPONSIBILITIES:

a. All Little Rock District Division/Office Chiefs, Managers and
Supervisors will consider AT/FP a primary responsibility and will perscnally
be involved in the Force Protection Plan. Operation Managers of Little Rock
District activities and facilities will have functional plans to manage FP
program components. They will ensure they integrate all agencies involved in
program execution, to include non-DOD agencies at the local, state and
federal level into the program's development, coordination, and maintenance.
The FP Program will provide for the protection of critical assets at their
facilities or activities. Managers will identify, prioritize, and resource
actions necessary to meet appropriate standards identified in Chapter 5,
paragraph 2-27, AR 525-13. Where local resources are insufficient to meet
minimum standards, managers will forward prioritized and justified
requirements to Little Rock District Security Office for resolution.

b. The Little Rock District Deputy Commander is the Executive Agent
for Force Protection within the Little Rock District. The Deputy Commander
will:

(1) Ensure that Division/Office Chiefs, Managers, and
Supervisors manage Force Protection in compliance with Department of Defense,
Department of the Army, and Little Rock District regulations, plans,
policies, and other guidance.

(2) Ensure that the Emergency Operations Center (EOC) has

written procedures for disseminating time sensitive threat information during
duty and non-duty hours.
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(3) Oversee the Security Officer's execution of Force
Protection planning and coordination.

c. Operation Managers/Supervisors: Implement and execute the
following designated Army AT/FP standards contained in Chapter 5, paragraph
2-27, AR 525-13, Antiterrorism Force Protection (AT/FP): Security of
Personnel, Information, and Critical Resources:

(1) Standard 2: Assignment of AT/FP Operational
Responsibilities. Assignment of Operational Responsibilities for AT/FP is a
Security and Law Enforcement Office function.

(2) Standard 3: Program and Planning will be included in
AT/FP plan covering all applicable requirements.

(3) Standard 6: Risk Management will be developed based
on the risk level. Risk management will be integrated into all aspects of
the AT/FP program IAW FM 100-14 and AR 380-19.

(4) Standard 8: The AT/FP Officer for Little Rock
District is the Security Officer. The AT/FP Officer must attend Level II
certifying training within 180 days of appointment. To maintain
certification, must take part in a comprehensive AT/FP exercise or attend
AT/FP training IAW DOD 2000.14 a minimum of once every 3 years. {(Training
Completed FY 99)

(5) Standard 12: AT/FP will be incorporated into the
Command Information Program. PAO will serve as the primary spokesperson to
news media in the event of an AT/FP incident. All news releases will be IAW
Para. 5-13, Standard 12, AR 525-13.

(6) Standard 15: Dissemination of AT/FP Intelligence
Information. The dissemination of AT/FP intelligence information will be
timely and accurately reported through command channels to DA and, when
necessary, reported by PAO. Reports will be made IAW Appendix D, AR 525-13.

(7) Standard 16: Individual Training. All personnel
will receive individual antiterrorism training prior to all travel and
deployments outside the 50 United States, its territories, and possessions.
(Level I training).

(8) Standard 17: Leader Training. Insure those persons
responsible for AT/FP program receive adequate training as required by DOD
2000.14.

(9) Standard 18: Hostage Training. Personnel and
dependents assigned to medium or higher threat locations will receive hostage
training. Command information program and Level I training will accomplish
this training.

(10) Standard 19: Training in Support of High Risk

Personnel. Personnel identified as high risk and their families will receive
training as identified in DOD 2000.14. (District has no HRP)
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(11) Standard 20: Resource Management. AT/FP.
The commander based on threat, vulnerabilities, regulatory requirements, and
or command directives will prioritize requirements.

(12) Standard 21: C2 Protect Integration and Training.
Provisions of AR 380-19, governing use of automated tools, AR 380-53,
security monitoring, exploitation and penetration activities, information

security, physical security, law enforcement, and operations will be complied
with.

(13) Standard 22: C2 Protect Threat and Vulnerability
Assessments. (See SWL LAN System Security Authorization Agreement and
Automated Data Processing (ADP) Security Plan, Little Rock District Physical
Security Plan)

{14) Standard 25: Restricted Areas. (See Annex A,
Restricted Areas, Little Rock District Physical Security Plan)

{15) Standard 26: Random Antiterrorism Measures Program.
Guidance for Random Antiterrorism Measures Program is contained in Little
Rock Pamphlet 525 -1-1.

(16) Standard 27: Residential Security Assessment for
Off-Post. Not applicable since area is not a medium or high threat area.

7. COORDINATING INSTRUCTIONS:

a. The District Security Officer will coordinate plans, procedures
and changes in THREATCON levels with higher headquarters and appropriate
local, state, and federal agencies.

b. The District Security Officer and Operations Managers of
Project/Resident Offices will coordinate with local civil authorities on
installation access and facility operations during Force Protection action
operations, or during demonstrations on or off the activity or facility,
which may affect the activity or facility.

8. AMINISTRATION AND LOGISTICS:

a. Generally, Force Protection logistics, personnel and other
support policies and procedures are the same as those for other operations.
Guidance for Force Protection support planning and operations is available in
applicable regulations and directives. There may be unique funding programs
available in support of Force Protection.

b. Before 15 October each year, Little Rock Operations
Managers/Facility Managers will provide the Commander, Little Rock District,
ATTN: CESWL-SL an assessment of Force Protection within their area of
responsibility. The assessment will include the following:

(1) A narrative discussion of the activity or facility Force
Protection status.
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(2) A copy of the updated Force Protection plan.

(3) Identification of all Force Protection upgrades completed
during the preceding fiscal year.

(4) The amount of funds spent on Force Protection upgrades
during the preceding fiscal year.

(5) Programmed Force Protection upgrades for the next fiscal
year.

(6) A prioritized list of unresourced Force Protection
projects, with justification.

(7) An executive summary of lessons learned from the annual
Force Protection exercise.

9. COMMAND AND CONTROL:

a. Command Relationships. Existing peacetime and contingency
commmand and control structures will apply during force protection planning,
coordination, and operations.

b. Command Posts: The Little Rock District Emergency Operations
Center, COMM: (501) 324-5697, COMM FAX: (501) 324-5097. If no answer during
non-duty hours call John Thomas at COMM: (501) 835-4457 or (501) 425-1216.

c. Command, Control and Communications Systems: U.S. peacetime and
tactical communication systems will provide the necessary communication lines

between echelons.
/ LV’/WC//W

THOMAS A. HOLDEN JR.
Colonel, Corps of Engineers
Commanding
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